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Abstract— Indoor navigation systems are becoming increasingly
popular. Blind and Low Vision users are prominently in need of
indoor positioning and navgating systemsas indoor navigation is
a significant issue Most of the efforts in creating such systems
are using MANET (Mobile Ad-hoc Networks) as the base
technology. However the properties of MANET’s inherently
provide greater challenges in areas likesecurity, reliability and
performance. Most of research work was done on those different
challenges in isolation. A holistic approach to address all &e
challenges in an implementatiorappears to berare.

Ad-hoc collaboration is usually an unplanned ingraction or
created "immediately on the fly". In MANET networks
Authentication and accessontrol trust relations established
through, on-line- available evidence, may be shotierm and
largely peerto-peer, where the peers may not necessarily have a
relevant network that can be placed into a recognizable trust
hierarchy. Trust relations involving a captured node need to be
invalidated, and new trust evidence need to be collected and
evaluated to maintain node connectivity in the adhoc network
This paper present the framework on Trust Relations based on
friendships mechanism which is adopted from the theory of
small-world phenomenon (i.e. six degrees of separation) initiated
by Milgram, to provide rapid authentication.

Continuity Efficient, Rapid Authentication is needed in practical
implementations of an Indoor navigation system. Particularly
when Low vision users are dependent on such system, a rogue
node can be hazardous. Further research delivers a framework
which combines reliability and performance, two important
factors in practical implementation of an indoor navigation
system.
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Authentication, Trust

l. INTRODUCTION

In recent years, network security has received critical attention
from both academia and industry. As the data network
becomes more pervasive and its scale becomes larger, network
intrusion and attack have become severe threats to network
users. This is especially true for the emerging wireless data
networks. Compared to their wired cdempart, wireless
networks are prone to security attacks ranging from passive
eavesdropping to active interfering. As it is even more
difficult to protect network entities against the intrrgdén
wireless environment, occasional bréak in a largescale
mobile network are nearly inevitable over a large time period.
In Ad hoc networking this threat becomes greater.

Ad hoc networking is where potential mobile users arrive
within the common perimeter of radio link and participate
setting up the networkopology for communication. Nodes
within the Adhoc network communicate through wireless
links or multkhop routing without any infrastructure setup [1].
Practical situation like indoor navigation system for dfisi
impaired people is highly dependent onoldle Ad hoc
networks which are the area of discussion in this research. In
terms the security of these networks are in stake, ulignat
making the users vulnerable.

It's obvious that with lack of infrastructural supportdan
susceptible wireless link tatks, security in Adhoc network
becomes inherent weakness. Achieving security within Ad
hoc networking is challenging due to following reasons [3,4],
first the wireless network is more susceptible to attacks
ranging from passive eavesdropping to actimeerfering.
Second the lack of online CA (Certificate Authority) or
Trusted Third Party adds the difficulty to deploy security
mechanismsAdditionally mobile devices tend to have limited
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battery life and computation abilities which make it more without knowing the identity of the signer. However, the
vulnerable to Denial of Service attacks and incapable toelection of leaders (to assign group keys), and the fast
execute computatieheavy algorithms like public key changing groups (due to ephemeral nature of the network)
algorithms.Next MANETSs there are more probabilities for make it difficult in practical situations

trusted mode being compromised and the being used by

adversary to launch attacks on networks, tinep word; we  Several works have been carried out to overcome the problems
need to consider both insider attacks and outsider attacks df selfish nodes in MANET environment. In the work done by
MANETS, in which insider attacks are more difficult to dealMarti et al. [6], they use a watchdog mechanism to detect
with. Finally Node mobility enforces frequent networking selfish nodes and patfater mechanism to avoid them. Their
reconfiguration which createdgreater opportunities for ~ work has managed to increase network throughput but those
attacks for example, it is difficult to distinguish between stale mechaisms cannot cope with the selfish nodes effectively as
routing information and faked routing information. they do not penalized any misbehaving nodes.

This paperproposs a mechanism to mitigate the problem of
havinginsecurenodes in MANET known athe ClusteiFriend

mechanism that is adopted from the theory of smafd ) ) ) ) ) )
phenomenon to encourageistworthinessamong nodes in a N this sectionClusterfriendshipsmechanisms ardiscussed

trusted environmentMechanismwill focus on using cluster as a& methodo motivate high cooperation among nodes in a
based routing protocols. MANET environment. This friendships mechanism is adopted

from the theory omallworld phenomenon (i.e. six degrees

of separation) initiated by Milgramb]. Milgram suggested

that any two individuals in this world are likely to be
. BACKGROUND connected through a short sequerdeno more than six

The work is a part of a larger project that is developing aftermediate acquaintances.
indoor navgation system for vision impaired people using
mobile devices such as smart phones and tablets. The followid@e smalworld problem has become a popular cultural
sections describe the related literature. phenomenon, especially after the playwright Guare [4] chose
the term six degrees of separation as the title of his play.
Milgram together with his gradtie student Jeffrey Travers
A Current Litreature dgvised an experiment to test the_ smajr[d problem.
Milgram gave 300 letters to participants in Boston and
COmaha, along with instructions to deliver them to one
particular target person bymailing the letter to an
acquaintane they considered to be closer to the target. That
person then got the same set of instructions, which therefore,
set up a chain of intermediarieduthors found that the
average length of these chains was about six, which reveal the
fact that human societin this world is actually bounded in
shorter path lengths than would generally be thought.

B. Small-world Phenomenon

Most of the current research work on security in Ad Ho
Networking falls in encryption, secure routing, quality of
service etc. Each of them is designed to operate in aigartic
situation, which may fail to work successfully in other
scenarios.

The supported routing protocols within ad hoc network ar
more vulnerable to attacks agch device acts as a relay [1].
Any tampering with routing information can compromise
whole network. An attacker can insert rogue 'nformat'onCurrently, there is only few implementatiosfforts of

within routing information or introduce denial of service typeMiIgram’s smaltworld phenomenon theory in MANET. One
attack by replaying old logged or stored informatig\lso of the interesting oMilgram’s theory in MANET was dne
compromised node can route malicious information to othe|5 Razak §]. The research attempted to mitigate the problem
nod_es, WhiCh. can cause serious damage. How_ever Propos uncoopeéative nodes in ad hoc network by adapting the
:outllng Sgll:t'.onf are ?apable_ to operateth with dYgam'Cconcept of trust chain through friends’ recommendations. It is
opology but in terms of security measy NEy Provide qjieved that everyone has a set of friends that an individual
part!al or no SOlL.Jt'D [2]. Thus |mplementat|on_ Qf SECUTe can trus or distrust. The guestion of how the trust relatiopshi
routing protocol is one of the challenges within ad hoﬁs developed is not an issue in this study; the focus is rather
network. given to establish initial trust with everyone’sssef friends.

The problem of Authentication and access control in Ad ho
networks has received very little attention. Existiogugons
assume that messages sentlmmaccessed by all Nodes in the

For an example, A has two friends B and C. A also has
another fried D who A trusts so much. B and C have never

met D before but due to A’s recommendation on D to B and

vicinity. Group based approach has also been taken B i ;

: , D is also now become friend to B and C who share the
CARAVAN [2] and AMOEBA [3]. Node§ moving togethef same level of trust as A. The process of recommending trust
belong to one group. Any member can sign a message using a

group signature scheme and the others can verify it even
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continues until each person reachss maximum level of the A clusterbase routing scheme consists of two major parts:
sixth degrees of friends. the clustering algorithm and the routing algorithm. The
clustering scheme discusses how to form and maintain a
FurtherWatts and Steve [&howed the theoretical description cluster structure in a dynamic MANET. The routing scheme
and analysis on the small world network, which is neithediscusses how to discover and maintainteswn the top of
completely regular nor completely random, but a case betwe¢he cluster structure. Two typical cluster based tingu
these two extremes. &hberg 8] proposes a theoretical schemes are Clusterhe@ateway Switch Routing (CGSR)
framework for analyzing graphs with small world properties[16] and Cluster based Routing Protocol (CBRE [
His work reveals that the small world model has two
fundamental components: first short chains exist ukagsiy,
and second individuals operating with puredgdl information  Research usesluster structureoroposed by CBRP Routing
are very adept at finding these chains. protocol[15]. Mobile nodes may have different clustetated
status or function, such as clusterhead (CH), clustermember
SW-R2P, a trusted small world overlay KPBerto-Peer) (CM) and clustergateway (CGW). A mobile node selected as a
network with role based and reputation based access contl©H serves as the local coordinator for its cluster, and itis ID
policies, in order to implemesfficiencyand security Pedo-  usually utilized to idetify the corresponding cluster A CGW
Peer networkvas poposed by Xia et al.[9] is a nonCH node that either belongs to two or more different
clusters or can directly connect to some-@ih node residing
All the work above focuses on the small world topology usedh a different cluster. A CM is a ne@H node of a cluster
to solve P2P issues, such as robustness, hop length amithout any intercluster links.
reliability. Similarly, there is also some research comogr
on small world topology in ad hoc networks. Hoeg all the In the proposed method clusteould be created with trusted
research work above focuses on the feasibility, efficiency andodes. Hence nodes are allowed to forward packets only
robustness, ignoring theustissues which should be such an among trusted nodes in the clustés for that, nodes will not
important concern in ad hoc networks. going tocommunicate withother anonymousnodes that are
not in the cluster as they are bounded in the friendships
In this paper, our model considers tinestissue withRapid  mechanism policy.
Authentication m mind. The idea of friends’ recommendation
and trust sharing of this study are applied in MANET toSupposéwo clusters needed to be connected together, hence a
increase the nodes’ cooperativeness in network operations ohade will find which resides in two or more clusters which
trusted community. acts as CGW (Cluster Gateway)hese nodes will beusted
by connected clusrsdue to the being in [6] the same group of
friends.
lll.  PROPOSEDMETHOD
Next in small world network implementatiois to determine
According to the smalvorld concept the trust can be the Trust probability (Tp)connecting differenCGWs Tp is
developed in the ad hoc network by allowing the node ownengased omprefetchedrustknowledgethrough friendshipThey
to participate in trust creation to the netwofkis condition have different sdas which need to bmapped to a consistent
comes with the assumption that all trusted nodes will haveange.
rapid authentication without any protocolsecause all
involving nodes haw greatetrustworthiness with each other. Tp=FW1L1fl(x1) +w2f2(x2) +w3f3(x3))

This research uses a novel approaghatlapting friendships CGW should build a link of other nodes (Authenticated Route)
mechanismwith clusters.It has been shown that MANETs by looking at the Tp values. Choosing proper nodes to build a
based on “flat” routing schemes, such as Fisheye Stategproper routeexpands the scale simall world network. The
Routing (FSR) [0], Ad Hoc Ondemand Disance Vector CGW will calculate the probabilityfp based on itperfected
Routing (AODV) [L1] and Dynamic Source Routing (DSR) knowledge, and decide th&uthenticated route information
[12], cannot perform wellwhen the network size increases, connecting to other cluster®ifferent f1, f2, f3 functions
especially in face of nodmobility as well, due to link and provide criteria to define the trust level in e0BW.
processing overhead 3. A more common way to solve this
scalability problem is hierarchicalbouting [L3]. A typical way = When a new node joins one of the clusters imestevork, it is
to build hierarchy is tagroup mobile nodes geographically necessary to determine its role in thester,CH, CM or CGW
near to each other intexplicit clusters and assign different node. We will show criteria for the cluster to choose the
functionalities to mobilenodes inside and outside a clusterclusterheadandclustergatewayThe criterion is used todge
[14]. whether the node can afford to play the role ashtel nodes
based on it§rustand othemproperties. The criterion function
is as following:
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T(node)=w1* Enc(node)+w2* Pow(node)+w3* Range(node)+
w4* [ nitTrust(node)

In this function,T() is the overall evalation for a nodeand
wl, w2, w3, widare weights for different concern$hese
weight values will be set by the level of trust within ride
relationships.The Enc () represents the nodeBncryption
capability. The trust level depends on the encryptibility or
type of key being used. The better encryption type is used, t
higher the level of trust will bgiven. The Pow() is theBattery
power of the nodes and the Range() is thmaximum range
that the node can readitTrust() use of discrete values to
denote the initial trust levels of a node from complestralst
to complete trust. The values are related to the typesistf tr
relationships of théiends in the cluster

As following the function above, the original ad huetwork
may gradually eolve to a small world ad hooetwork.
Furthermore, to achieve theuthentication waresmall world
implementation, we still need to design specifimtocols
about the action on the nodes and links.

IV. CONCLUSIONS

With the cluster structure, the processigd spreading of
routing information are restricted to partial mobile esdn
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the network based on their cluster status. Mobile nodes tha#05.

participate in routing in such clustbased routing are called
routing backbone nodes, and normally CHs and CGWis se

as the routing backbone nodes. In other words, the clustﬁr6
structure can help reduce the routing space (referring to the
number of routing backbone nodes) and the routing overheal¥

without affecting the routing efficiency. Hence, cludtesed
routing connected with trust mechanissiould be able to
provide betteefficient authentication solutions for MANETS.
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