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Abstract

An Approach towards Password Protection Based On Typing Style

Nelum Chathuranga Amarasena
M. Sc. in Information Technology
Supervisor: Mr. Yasas Mallawarachchi

December 2014

The most common user authentication mechanism is password verification. [n other words,
characters which types as text in a password field. However, the aim of this research is to find
out whether the rhythm and/or the style of typing; how types instead of what types (Keystroke
Dynamics), is sufficiently reliable as a security enhancement. This is a biometric approach.
Biometric solutions are costly; requires at least one additional sensor. But this study focuses on
an economical biometric solution that does not necessitate any additional sensor other than the
keyboard. Keystroke dynamics is an interesting biometric because it always invisible for users,
unless they are physically present, and also it is not depending on a dedicated device or hardware
infrastructure. When a person is typing at a keyboard, the detailed timing information that
describes exactly when each key was pressed and when it was released and variation of speed
moving between two keys are continuously monitoring in order to recognizes a unique pattern.
Then another pattern recognition part is operating in stealth mode with the password verification.
Therefore after the password is verified successfully, the pattern recognition part also needs to be
completed in order to authenticate the user. Significance of this research is the way of generating
and storing the pattern. As I explained through the literature study keystroke dynamics is not a
very reliable biometric. So the challenge was to make a strong pattern which is hard to reveal

using a less reliable building block which I achieved successfully through this study.
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