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ABSTRACT

The security situation in Sri Lanka has deteriorated over time due to the low number of police
personnel in the country and the authorities lack concrete to solve crime incidents since there is no
proper crime reporting system. Crime incidents happen everywhere but the witness to these crime
incidents nonexistence a convenient and efficient method to report them. Security challenges have
increased from mere theft to carjacking attacks and to more serious and evolved challenges like
murder and terrorism. With increase of smartphones in Sri Lanka, an opportunity exists because
of the untapped gap of incidents reporting. The proposed solution was to develop a mobile
application that can be used to report any crime incidents. The mobile application was developed
on the Android platform and will integrate the use of GPS location services. It was developed
concurrently with a web application developed in ReactJS language to supplements its
functionality and MYSQL used as the database server. The solution has an administrative web-
based backend that will be accessed by the police force to ensure they get detailed information of
criminal activities. The web application was adapted the MVC architecture with object-oriented
environment. In addition to that online UML tool is being used to draw UML diagrams. Thus, the
mobile application comes in trend to provide a solution to the way users report crime incidents.
The suggestions made by users were used to enhance the application functionality and
performance. The application will allow users to report crime incidents that happen in anywhere
anytime. Based on the overall statistics of user testing and evaluation, can say that the application
fulfills its simplicity and usability requirement and based on the questionnaire responses, the
application is generally considered easy to understand and use.



DECLARATION

The thesis is my original work and has not been submitted previously for a degree at this or any
other university/institute.

To the best of my knowledge, it does not contain any material published or written by another
person, except as acknowledged in the text.

Student Name: H.M.R.P. Rajapaksha
Registration Number: MS18908466

e

Signature: Date: 09.12.2021

This is to certify that this thesis is based on the work of

H.M.R.P Rajapaksha under my supervision. The thesis has been prepared according to the
format stipulated and is of acceptable standard.

Certified by:

Supervisor Name: Mr.Udara Samarathunga

Signature: Date:



ACKNOWLEDGMENTS

| would like to express my gratitude to Mr.Dilshan Silva, Course Coordinator of Master of EAD,
Dr Dharshana Kasthuriranthna and Mr. Pasan Yapa, Project Coordinators for giving a great
support throughout the degree program.

| would like to pay my special gratitude to Mr. Udara Samarathunga who supervised me in many
ways at countless times in my difficulties by contributing his valuable time and for guiding me in
delivering the project successfully.

A heartfelt thanks to my family for all the guidance and motivation given in my time of need to
drive me forward, and | would like to extend my special thanks to Mr. M H S Tharaka, who is a
doctoral student at the University of Oulu, Finland for supporting me to narrow down the
implementation domain in a more specific manner. Also, | would give credit to my colleagues
and friends who helped me in various ways to make this project a success.

Finally, I thank all those whom | have not mentioned but assisted in this project in one way or the
other and those who supported me in my efforts.



TABLE OF CONTENTS

Mobile Crime Reporting System with Blockchain Based Data Provenance..........ccoccecceveeeeenveceeneeneennn.
H.MLR.P RAJAPAKSHA ...ttt ettt ettt st ettt et e e b e e ese s esessenessenessenessenessenens
IMISLBO0BABE.........cveveeeeerieneeientstesiete e eteeeteee e seesesaeseseesessesessesessesessesesseseeseneeseneeseneeseneesensesessesensenessenessenensanens
SUPErvisor: Mr. Udara SAMArALUNGE .......ccveveeeeriierertertestertee et et et s et e s e ese st sae b saesse e e s eseeseesesseaneneens
DECLARATION. ...ttt ettt ettt sttt et et s et e s s esesbesesaese st eseeseseesansesensesassesensesessesensesessesens ii
ACKNOWLEDGMENTS ...ttt sttt ettt a et ae et e stesessenessenesseneesensesaneas iii
LIST OF FIGURES ...ttt sttt sttt ettt et et e e s b s et nessenesteneesenens vii
LIST OF ABBREVIATIONS ...ttt ettt sttt sa et s e sae s s seste e ae e sse s esansesesesanas DY
1. INTRODUCTION. ..ottt ettt ettt ettt e s esa s esessesessesesseseebessesessesessesansesesess 1
1.1, AREA OF STUDY ..ottt ettt sttt et a et st sa e stesessese st enesseneesenessanens 1
1.2, STATEMENT OF THE PROBLEM ......ccoiiiieicecee ettt 2
G T |V @ I I Y 27N I @ TSRS 4
1.4, AIMS AND OBJIECTIVES ...ttt ettt 4
1.5, PROJECT SCOPE......coc oottt ettt e et st et sa e seesessesbestenseaesaessesaesessessessens 5
1.6. STRUCTURE OF THE DISSERTATION .....cooiiitiiteeieeieteniee ettt ens 6
2. BACKGROUND ....cciiiitiiettietestet sttt sttt se st et st e sesessesessesessesessesesseneeseneeseneesensesensesenseses 8
2.1. REVIEW OF SIMILAR APPLICATIONS. ...ttt s s 8
2.1.1. A Proposed Solution for Crime Reporting and Crime Updates on Maps in Android
1Y (0] o 11 LAY o] o] 1 To% 1 4 o] o TSR TRRR 10
2.1.2.  Crime Area Detection and Criminal Data ReCOrd...........cccocevererenenienienieeneneneneeeen 10
2.1.3. Fall Detection and Reporting Using SMartphone ..........ccceveveecieeceececeecie e 10
2.1.4. Implementation of Android-Based Urban Freight Transport Violation Reporting
APPLCation iN SUFAKAITA CItY ......ccecciiiieieiciee ettt sae s te e et e reebesbeeaaesreennens 10
2.15. A Cloud-Based Crime Reporting System with Identity Protection..............c.ccceveunen.e. 11
2.1.6.  We Safe (Anti-Crime APPLCALION) .....ccueecierieeeieeeeeereetee et 11
2.1.7. Block chain-Based Anonymous Reporting Scheme with Anonymous Rewarding....11
2.1.8. SGSBOUNE ..ttt ettt ettt ettt h et bt et e s bt e e s bt e st e bt s bt et e sb e et e sk e sbe et e sbeent e besae et e sbeennan 11
2.1.9. Online crime reporting system using ‘SOS’ button of the mobile phone. ................... 12
2.1.10. Web based crime reporting SYSEIM ........ccooeiierieeeiereeee et 12
2.1.11. Online Crime Reporting and Management System using Data Mining. ..................... 12
1. METHODOLOGY ..ooiiiiieiiieitrieisteesie sttt ettt st s bt s s te e sbe e ete e sse st esensesessesessenessanens 14
3.1. SOFTWARE METHODOLOGY ...ccocceoirieirieieieisieieteesieseese st essesasaesessessssesassesessessssessssensns 14



3.2.  SYSTEM DESIGN AND ARCHITECTURE........cccooirtrieiteeeeee e 16

3.2.1. DESIGN TECNNIQUE ...ttt ettt 16
3.2.2.  ArChIiteCtUral STrategies.....c.ccoeevieiiierieiicieeeectt ettt st st aesreenes 17
3.2.3.  ODbject-Oriented DESIGN ......cceeierieetieeeeetectt ettt sttt re et e e aesreeaesteeraenaesreenes 18
3.2.4.  SEOUENCE DIAGIAMS ....cveiiieiieiirieeteetertet ettt sttt sttt e e b saea e ese s b e nes 21
3.2.5. DatabDase DESIGN ....c.ceeruirrirrirtirieieieeeit ettt ettt ettt eb e st ettt ebe b se b e 21
3.2.6. USEr INEITACE DESIGN...c..iivieieeiiceeieeet ettt ettt ste e e besraesae e esaesteernens 22
3.2.7.  Comprehensive ReSEArCh DESIGN.......cccvcveriieieiiiieiece ettt sae st aae b sre s 22
3.2.7.1. POlICE APP DESION....itieiiiicieie ettt ettt ae e e reesbesre e s e be s e e sesreensesreennens 23
3.2.7.2. General USer APP DESIGN ....c..eviriiieieieieieeteste sttt 23
3.2.7.3. SBIVEE DESIGN ..ttt b e sttt ettt nes 24
3.2.7.4. Database DESIGN ......ocuveviiieiece ettt e et e e e be e e resreenresreeraens 24
3.3.  APPLICATION IMPLEMENTATION ..ttt 25
3.3.1 Development Technologies and Frameworks USed .........cccccveveeiiieeveevieceecieceeie e, 25
3.3.2 Database Technologies USEd ..........cccueirireriniienieieeeeeesiesese et 25
34. IMPLEMENTATION ARCHITECTURE ......cccottitiienierieete ettt s 26
EVALUATION .ttt sttt ettt b e s bt e sae e st e et e et e e sbeesaeesaeesabeenbeenbeennes 27
4.1, INTRODUCTION. . .iiititiiteeeeeest ettt ettt ettt sttt esbe e sbeesbeesatesateeabe e beesbeesmeeeneeensean 27
4.2.  MOBILE APPLICATION TESTING .....ooociiitiieeneente ettt st st see e e snse e s 28
4.3, TEST STRATEGIES.......o ottt sttt st b e st 28
4.3.1 BIaCK BOX TESTING....ccuveriiieieiesiietestieteste st te et ete e st et e e e estesre e e steeseesessaessesseensessenseens 28
4.3.2 Laboratory TESTING ....ccecieiicieeeceeeee ettt ettt e e b e s be e s e steereeabeeanenes 28
4.3.3 Performance TESTING......ccveciieeeeiee ettt ettt e et te s te e e besreesaesreenaesteeseens 28
4.3.4 [0 T To I 1] T S 29
4.35 O A IS o TSRS 29
4.3.6.  Testing Application with real-world dataset. ...........cccoeeeeiericviiieeceeeece e 29
4.4, USABILITY TESTING AND EVALUATION ....ooiiiiiiieeeeete et 30
44.1 Evaluation Of RESUILS ..o e 30
45, TEST PLAN AND TEST CASES ..ottt sttt steesreesaesae e e seesseesnessnsesnsens 31
4.6, FACILITIES ...ttt sttt st b e ettt s bbbt sbe e besbeeatenbesaeentesbeeanan 31
FUTURE WORK ...ttt ettt et s ht e sttt e e be e sbe e sae e satesabeeabeebeeaas 32
CONCLUSION ..ttt st ettt e bt e s ae e sat e st e e bt e be e bt e sbeesaeesateebeenbeesbeesaeenas 32
B.1.  CONCLUSION ..ottt ettt 32



6.2.  SUGGESTIONS AND FUTURE WORKS.........ccooiiiiiiic e 33

REFERENCES. ...ttt ettt he e st e st e st b e e bt e s bt e s at e sate e beesbeesbeesatesabesabeebeenns 35
AppendixX A: DATABASE DIAGRADM ...ttt ettt st a et e re et s reennas 38
Appendix B: MAJOR CODE FRAGMENTS ..ottt ettt sve e ste s e ea e sneennas 39
Appendix C: USER INTERFACE DESIGN .......ooiiieeeeeeeeeeee ettt st 41
Appendix D: EVALUATION & TEST RESULTS ...ttt 45
Appendix E: TEST PLAN & TEST RESULTS .....coiiitreneseee ettt 52
APPENAIX F: USER GUIDE ......c.oocieieeeeeettt ettt sttt sttt ettt e s este et beeaeentesreennas 57
INEFOTUCTION ...ttt b b bttt et b et e b s b e enes 59
PUIPOSE .ttt h ettt s b et e s bt s at et sb et e s b e e st e bt s bt et e b e e ab et e sb e et e nheene e b saeenee 59
LISt OF STAKENOIARTS ...t sttt sbe b e 59
Definitions, Acronyms, and ADDIreVIationS..........ccccveiiieeceieceeseee e 59
DOCUMENT OVEIVIBW.......veitiiieieteiet ettt ettt b ettt sttt et b ettt b et bt eb e eb e enes 59
SyStem FEatures anNd USEE TYPES....cuiiieieiteeieriecteeteste et ete s e esteste s e e stesteessesteesaebesseessesbesssessesseessessesseans 59
SYSTEIM FEALUIES ...ttt ettt ettt b et e st s bt et s bt e st e bt sae et e sbe et e sbeeme e besbeeneenbeeanen 59
SYSTEIM USEE TYPES ..ottt ettt sttt ettt sttt b et e st she et e s bt e st e bt sae e b e sbeeabenbeeaeenbesaeeneenbeeanen 60
User registration and submit crime through Mobile APP.......coviveeiicieiceeee s 60
User verification and view the reported crimes via Web Application ............ccccceeveviieecenecieceenene, 63

Vi



LIST OF

Figure 3.1:
Figure 3.2:
Figure 3.3:
Figure 3.4:
Figure 3.5:
Figure 3.6:
Figure 3.7:
Figure A.1:
Figure B.1:
Figure B.2:
Figure B.3:
Figure C.1:
Figure C.2:
Figure C.3:
Figure C.4:
Figure C.5:
Figure C.6:
Figure C.7:
Figure D.2:
Figure D.3:
Figure D.4:
Figure D.5:
Figure D.6:
Figure D.7:
Figure D.8:
Figure D.9:

FIGURES

Agile MethodOIOgY.......coeiiieieiie et 15
Platform USer INTEraCtioN ........ccooveiiiiiiiesiisieee e 15
Citizens use case diagram with platform...........cccccveviiiiiiiie i 19
Police Officer use case diagram with platform ... 20
Sequence diagram of mobile application ............cooeieiiiiiii e 21
Entity Relationship DIagram ..........ccccveiiiiieiieiieie e 19
MV C ATCRITECTUNE ...t bbb ene s 26
Database DIAGIAM .......cc.oiiiiiiiiiieieie ettt sb et 38
Event definition Hyperledger COMPOSEr ..........coeiiiiieiininescsee e 39
Smart contract definNitioN ........c.oovoiiie e 40
Access control definition for aCh PEEN .........ccveii e 40
Dashboard of the admin appliCation ............cceieiiiiieiiie e 41
Login screen of the Mobile ApplCatioN.........cccoiiiiiiiiiee e 42
Reported Incidents page of the admin application .............cccccvevviieiieii e 43
Sign up screen of the Mobile Application ...........ccccoi i 36
Submit Crime screen of the Mobile Application............ccoceviviiiiiiiic e 36
Landing screen of the police Mobile Application ............ccocviiiiiiiiiiien s 37
Landing screen of the police Web Application ...........ccociiiiiiiiiiiiiie s 37
Perception of Users on the impact of the application..............cccocevviieiiicecicceee 39
Impact of the Application on citizen safety............cccccoviiiiiiiiic i, 40
Percentage of respondents willing to Use the Application............cccocevvveniicinnnne 40
Ease of Use of the APPlICALION ..........ooiiiiiiiiieee e 41
User-Interface Ratings of the Application.............ccoceiveiiieiicce s 42
Data Representation RALINGS ........cocvviiiieiiieiieiie e 43
BaCKeNd NAVIGALION ........c.iiuiiiiiiiieieie e 43
Backend LOOK and FEEL..........cuoiieiiie e 44

Vii



LIST OF TABLES

Table 2.1: Summery table of related WOIKS .........ccooiiiiiiee e 7
Table 4.1: User evaluation reSult SUMMAIY .........cccooiiiiiiiiiieee s 25
Table D.1: QUESTIONNAITE ......coiviieiesieesieeie sttt et e e s e saeesbesseesbeenbeaneesreenneenee e 38
Table E.1: Test cases for Mobile application — Citizen Registration ............cccccevvveveiieiiesieennn, 46
Table E.2: Test cases for Mobile application — Log IN.........cccevieiiiiiiie i 46
Table E.3: Test cases for SUDMIT & CIIME .....cuviiiiieiece e 47
Table E.4: Test cases for village headman Web Application .............cccocvinininiininicie 48
Table E.5: Test cases for view reported crime incidents by police .........ccccoevvveiievi e, 49

viii



LIST OF ABBREVIATIONS

GPS
PDA
CCTV
WIFI
SDLC
USA
SQL
DBMS
UML
00D
00
ERD
REST API
IPFS
MVC
GUI
0S
ICT

- Global Positioning System

- Personal Digital Assistant

- Closed Circuit Television

- Wireless Fidelity

- System Development Life Cycle
- United States of America

- Structured Query Language

- Database Management System

- Unified Modeling Language

- Object Oriented Design

- Object Oriented

- Entity Relationship Diagram

- Representational State Transfer Application Program Interface
- Interplanetary File System

- Model, Viewer, Controller

- Graphical User Interface

- Operating System

- Information and Communications Technology



